
Welcome!



Outline

• Utah Public Notice Website

• Records Access: Government Records Access and 
Management Act (GRAMA)

– (3 minute break)

• Records Management

• Open Records Portal
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UPNW – Utah Public Notice Website

By: Glen Fairclough

gfairclough@Utah.gov

UC 52-4

Utah State Archives
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http://le.utah.gov/xcode/Title52/Chapter4/52-4.html
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utah.gov/pmn

Utah Public Notice Website



Q. Requirements for public notice can 

be found in:

 More than 60 different statutes in Utah law

 UC 52-4 (The Open and Public Meetings Act)

 UC Titles 17B, 17C, and 17D (Special Districts)

 UC Title 75 (Utah Uniform Probate Code)
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http://le.utah.gov/xcode/Title52/Chapter4/52-4.html
http://le.utah.gov/xcode/Title17B/17B.html
http://le.utah.gov/xcode/Title17C/17C.html
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http://le.utah.gov/xcode/Title75/75.html


Q. Special Districts are required to 

post:

 Notice and Agenda

 Draft Minutes

 Approved Minutes

 Public Materials Distributed at Meeting

 Audio Recording or a Link
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Q. SB99 (2016), Transparency for Political 

Subdivisions, requires Special Districts to post:

 Each board member’s name

 Each board member’s telephone number

 Each board member’s email address
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What You Should Be Doing

• Post notices and agenda to UPNW and make 
public materials available in the office during 
normal business hours

• Post the name, telephone number, and email 
address of each board member on UPNW

• Contact UPNW Administrator, Glen Fairclough, 
with questions
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Utah Public Notice Website Resources

• Utah Public Notice Website
http://www.utah.gov/pmn

• Utah State Archives UPNW Page
http://archives.utah.gov/public-notice.html

• Comprehensive Website Manual (63 pages)
http://archives.utah.gov/documents/PNWManual.pdf

• UPNW Quick Guide for Owners and Posters (6 pages)
http://archives.utah.gov/documents/PNWQuickGuide.pdf

• Helpful Questions and Answers
https://secure.utah.gov/pmn-admin/help.html
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Training & 

Certification 

For Records Officers
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Records Access:
Government Records Access and Management Act (GRAMA)

By: Nova Dubovik

ndubovik@Utah.gov



Training & Certification For 

Records Officers



• Establish records management program

• Appoint records officer(s)

• Ensure that they certify annually

Your Responsibilities as Chief Administrative Officer 

(CAO) Include:

12



Your Responsibilities as Records Officer may Include:

• Care and Maintenance

• Scheduling and Disposal

• Classification and Designation

• Providing access

• Preserving
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Records officers may share those 

responsibilities with other records officers 

in their agencies, depending on how the 

roles are distributed.
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Certifying annually

• Appointed records officers 

– Utah Code 63G-2-108
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There are now two paths to certification

• Records Access

– GRAMA

– Classifying records

– Responding to GRAMA 
requests appropriately

• Records Management

– Public Management Act 
or PRMA

– Understanding records

– Implementing retention 
schedules

16



Records Access

Government Records Access and 

Management Act (GRAMA)



GRAMA Certification

 Records Access

GRAMA

Classifying records

Respond to GRAMA 
requests appropriately
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GRAMA Modules
• Module 1: General Provisions

• Module 2: Access to Records

• Module 3: Classifications

• Module 4: Appeals

• Module 5: Applicability to Political Subdivisions, the Judiciary, and the Legislature

• Module 6: Other provisions in GRAMA

19



Module 1: General Provisions

20

• Legislative Intent

• Definitions

• Records of security measures

• Disclosure of records subject to federal law

• Certification of records officers



Module 1: General Provisions
GRAMA Legislative Intent

• Promote easy and reasonable 
access to public records

• Specify when interest in 
restriction outweighs access

• Define appropriate restrictions
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Module 1: General Provisions

22

• Legislative Intent

• Definitions

• Records of security measures

• Disclosure of records subject to federal law

• Certification of records officers



Record Means
63G-2-103

(22) (a) "Record" means a book, letter, document, 
paper, map, plan, photograph, film, card, tape, 
recording, electronic data, or other documentary 
material regardless of physical form or 
characteristics:

(i) that is prepared, owned, received, or 
retained by a governmental entity or political 
subdivision; and

(ii) where all of the information in the original 
is reproducible by photocopy or other mechanical 
or electronic means



What is not a record?

63-2-103(22)(b)

• Personal emails and documents that are not 
work-related

• Temporary drafts created for personal use

• Books contained in a library

• Junk mail or spam

• Computer programs



63G-2-103(11)

• State executive department agencies and offices. 

• Legislature and its offices.

• Committees, courts, state-funded institutions of 
education, and political subdivisions. 

Governmental Entity



63G-2-103(13) and (17)

• Individual is defined as a human being. 

• Person is an individual, persons, and 
organizations. 

Individuals and Person



Module 1: General Provisions

27

• Legislative Intent

• Definitions

• Records of security measures

• Disclosure of records subject to federal law

• Certification of records officers



63G-2-106

• Security plans

• Security codes

• Combinations and passwords

• Passes, keys, and security procedures.

– Not subject to GRAMA 

Records of Security Measures



Module 1: General Provisions
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• Legislative Intent

• Definitions

• Records of security measures

• Disclosure of records subject to federal law

• Certification of records officers



63G-2-107

• HIPAA (Health Insurance Portability and 
Accountability Act) not subject to GRAMA. 

HIPAA



Module 1: General Provisions

31

• Legislative Intent

• Definitions

• Records of security measures

• Disclosure of records subject to federal law

• Certification of records officers



Module 2:  Access to Records 
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Module 2:  Access to Records

RIGHT TO INSPECT

• Right to  inspect records and receive copies

• Government not required to create, compile, format 
records

• Government may not use physical form to hinder 
access

33



Module 2:  Access to Records
DISCLOSURE OF RECORDS

• Private records to individual, parent or legal guardian, POA

• Controlled records to health care  providers with authorization

• Protected records to the person who submitted, POA etc.

• Verify identity of requester
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Module 2:  Access to Records

 Records officer has 10 Business days to 
respond

 Approve and provide the record(s)

 Deny

 Notify governmental entity does not maintain 
record

 Notify of extraordinary circumstances

 (8 Extraordinary Circumstances)
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Module 2:  Access to Records

• Fees

• Denials

• Sharing records

• Subpoenas
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Fees
• May charge reasonable fee to cover costs

• Fees shall be established by: 

• Political subdivisions through ordinances or written formal policy adopted by the 
governing body

• May fulfill request without charge and encouraged 

• Releasing record primarily benefits the public

• Subject of the record

• Requester’s legal rights are directly implicated 

• Requester is impecunious



Fees

May require payment of past fees and future 
estimated fees before processing a request if:

 Fees are expected to exceed $50 or

 Requester has not paid fees from previous requests

 Any prepaid amount in excess returned to Requester



Denials

• A description of the record(s) access to be denied 

• Legal citation of GRAMA or other statute 

• Statement requester has right to appeal decision

• Time limits for filing an appeal [which is 30 days], and 

• Name and business address for the chief administrative 
officer. 



GRAMA Request Received

10 business days to 
respond

• DETERMINATION

• Approve

• Access deny in whole 
or part

• Fee waiver denial

• Do not maintain

• Claim Extraordinary 
circumstances

• Failure to respond

Notify Requester of the 
governmental entity’s 
decision

•DENIAL

Notify Requester the right to 
appeal decision to chief 
administrative officer or 
designee

• Provide written response

• Description of portion denied

• Citation

• Right to Appeal

• 30 Calendar Days to file an 
appeal

• Name/address of chief 
administrative officer or 
designee

Approved
Records provided

SIMPLIFIED GRAMA PROCESS CHART
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Sharing Records

 Government agencies MAY share a record that is private, 
controlled, or protected through a written agreement within 
government.

 Other governmental entities

 Government-managed corporations

 Political subdivisions

 Federal government

 Other state governments



Subpoena

63G-2-207

 (1) Subpoenas and other methods of discovery 
under the state or federal statutes or rules of civil, 
criminal, administrative, or legislative procedure 
are not written requests under Section 63G-2-204.

• A Subpoena is NOT a GRAMA request



Module 3: Classification

• Public

• Private

• Controlled

• Protected
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Module 3: Classification

• Public Records

– Open meeting minutes

– Financial records

– Initial contact reports

– Government contracts

– All records not specifically restricted
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Module 3: Classification

• Private Records

– Medical history

– Performance evaluations

– Library records that identify a patron

– Employee personal contact information

– Any clearly unwarranted invasion of personal privacy
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Module 3: Classification

• Controlled Records

– Medical, psychiatric, or psychological data about individual

– Release detrimental to subject of record or to the safety of 
others

– Release violates medical ethics
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Module 3: Classification

• Protected Records

– 65 protected records listed

• Bids for contracts

• Trade secrets

• Test questions

• Drafts

• Attorney client privilege

• Records release could interfere with government process such 
as audit, exam, investigation, or trial
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Module 4:  Appeals

 Important provision

 Right of requester or interested party to appeal the decision

 Records officers should familiarize with past State Records 
Committee decisions
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Module 4:  Appeals

• A requester has the right to appeal the 
governmental entity’s decision

– Chief administrative officer

– Local appeals board (if established)

– State records committee or district court
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Notice of Appeal Received by 
chief administrative officer or 
designee

5 business days to respond

•Determination

•Approve

•Access deny in whole or part

•Failure to respond

Notify Requester of the 
governmental entity’s decision

•DENIAL

Notify Requester the right to 
appeal decision 

•Provide written response

•Right to Appeal

•30 Calendar Days to file an appeal

•Name/business address of:

•Ex. Sec. of State Records Committee or

•Designee of local appeals board if 
established

Approved
Records provided

Local Appeals Board
(If established Requester must first file appeal to the local appeals board, after 
which Requester may appeal to the State Records Committee or District Court)

Appeal to State 
Records Committee
30 Calendar Days

Appeal to District Court
30 Calendar Days

SIMPLIFIED GRAMA PROCESS CHART
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Module: 5 and 6

• Module 5: Applicable to political subdivisions, 
judiciary, and the legislature

• Module 6: Other provisions in GRAMA

51



Module 5: Applicability to Political 

Subdivisions, the Judiciary, and the 

Legislature

63G-2-702 and 703

• Judiciary, the Legislature and its staff offices

– Exempt from some portions of GRAMA 

– Not subject state records committee appeals process 

– Responsible for management and retention of records

– Not subject to GRAMA fee schedules



Module 5: Political subdivisions may 

adopt ordinances in compliance with 

chapter

63G-2-701

• Ordinances and polices

– Standards for the designation of records and require classification of 
records in accordance with those standards 

– Guidelines for the establishment of fees 

– Standards for the management and retention of the entity’s records 



Module 6: Other provisions in 

GRAMA

• Part Five, State Records Committee

• Part Six, Collection of Information and Accuracy of Records

• Part Eight, Remedies

• Part Nine, Public Associations



Questions?



3-Minute Break
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The second path to certification

• Records Access

– GRAMA

– Classifying records

– Responding to GRAMA 
requests appropriately

• Records Management

– PRMA

– Understanding records

– Implementing retention 
schedules
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Records management

Essential Principles and Practical 
Application

By: Lorianne Ouderkirk
louderkirk@Utah.gov



Section 1:  Laws (PRMA and GRAMA)

• Definitions

 Warnings

 Duties

59



• Record or non-record?

• What is a record series?

• Which is the record copy?

• What does it mean to ‘schedule’ records?

• General retention schedule vs. Series-specific 
retention schedule

60

Definitions



Records are property of the State

Do not intentionally

mutilate

dispose of

destroy

damage

Contrary to a properly adopted retention schedule
61

Responsibility



• Governmental Entities

– Chief Administrative Officers

– Records officers

• Division of Archives and Records Service

– Archives and Records management

– Training and standards

– Retention Schedules

– Repository for historical records
62

Duties



Section 2: Principles of records management

63



Section 2: Principles of records management
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Section 3: Ten practical steps for 

implementing retention schedules

http://www.licc.org.uk/imagine-church/signposts/three-practical-steps/
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1. Find your retention schedules

2. Understand your retention schedules

3. Inventory your records

4. Get staff feedback

5. Establish plans

6. Update your retention schedules

7. Assign and train staff members

8. Organize your records

9. Transfer records as necessary

10. Destroy records as necessary
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Points of Pain
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Points of Pain

Utah State Archives 68

http://www.leapfrogging.com/2013/06/20/painstorming-for-innovation/

• Questions

• Gaps in 
understanding



Retention Schedule Types

General Retention Schedule
Series-specific Retention 
Schedule
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• Your agency:

– Chooses

– Commits

– Manages

– Preserves

– Disposes

Which is the record copy?

70



Electronic records are records, too

•Social media

•E-mail and IMs

•Information in Database 
systems
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Your database is full of records…

It is your job to know what they are.

https://threatpost.com/slack-discloses-breach-of-its-user-profile-database-implements-2fa/111872/

https://www.pinterest.com/uolga/cenjoy-your~tea-timec/
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Managing electronic records

• Establish plans for:

–Reformatting

–Data migration

–Data storage
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• Inactive records

• FREE off-site 
storage

• Custody held by 
government 
agency

• Agency may 
request records

State Records Center in Clearfield

Step 9: Transfer records as necessary
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Utah State Archives

• Repository for 
historical records

• Custody held by 
state archives

• Access via the 
Research Center 
or online

Utah State Archives in Salt Lake City
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Step 10: Destroy records as necessary

• If disposition is: destroy

• Retentions are not just a minimum

• All copies of a record should be destroyed at 
the same time as the record copy (if not done 
sooner)—regardless of format

76



What can we do to make your 

job easier?

We would love your feedback!



Kendra Yates – 801-531-3866, kendrayates@utah.gov
 elected state agencies, courts, legislature; analyst manager

Lorianne Ouderkirk – 801-531-3860, louderkirk@utah.gov
 local agencies, law enforcement, Dept of Health

Rebekkah Shaw – 801-531-3851, rshaw@utah.gov
 general retention schedules

Blog: https://recordskeepers.wordpress.com/
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https://recordskeepers.wordpress.com/
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Open Records Portal

January 2017

By: Renée Wilson
reneewilson@Utah.gov



openrecords.utah.gov

http://openrecords.utah.gov/




What Is the Portal?

“Open Records Portal” consists of 3 parts:

• GRAMA Portal

– Submit/receive GRAMA requests

– Respond to GRAMA requests

– Input requests received outside the Portal

– Download portal statistics



What Is the Portal?

“Open Records Portal” consists of 3 parts:

• Open Records (not yet active)

– Create record series

– Transfer records

– Upload records

– Link to online records



What Is the Portal?

“Open Records Portal” consists of 3 parts:

• Records Officer Dashboard

– Register for training

– Take certification test

– Update personal contact information

– Enter unique fields for agency request form



Where This All Came From: SB-70

• 2014 legislative session

• Modified Open Utah website to include

– Online GRAMA requests

– Links to online records

• SB-70 became part of Utah Code 63A-3-403

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html


Utah Code 63A-3-403

(11) The department shall, in consultation with the board and as funding allows, modify the 
information website described in Subsection (10) to:

…

(c) by January 1, 2017, serve as a point of access for Government Records Access and 
Management requests for:

(i) Local districts under Title 17B, Limited Purpose Local Government Entities - Local 
Districts; and

(ii) special service districts under Title 17D, Chapter 1, Special Service District Act;

…

(d) except as provided in Subsection (12)(a), provide link capabilities to other existing 
repositories of public information, including maps, photograph collections, legislatively 
required reports, election data, statute, rules, regulations, and local ordinances that exist 
on other agency and political subdivision websites;

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html
http://le.utah.gov/xcode/Title17B/17B.html?v=C17B_1800010118000101
http://le.utah.gov/xcode/Title17D/Chapter1/17D-1.html?v=C17D-1_1800010118000101


Utah Code 63A-3-403

(11) The department shall, in consultation with the board and as funding allows, modify the 
information website described in Subsection (10) to:

…

(c) by January 1, 2017, serve as a point of access for Government Records Access and 
Management requests for:

(i) Local districts under Title 17B, Limited Purpose Local Government Entities - Local 
Districts; and

(ii) special service districts under Title 17D, Chapter 1, Special Service District Act;

…

(d) except as provided in Subsection (12)(a), provide link capabilities to other existing 
repositories of public information, including maps, photograph collections, legislatively 
required reports, election data, statute, rules, regulations, and local ordinances that exist 
on other agency and political subdivision websites;

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html
http://le.utah.gov/xcode/Title17B/17B.html?v=C17B_1800010118000101
http://le.utah.gov/xcode/Title17D/Chapter1/17D-1.html?v=C17D-1_1800010118000101


• Opened in 2015 for state agencies

• 2016 for counties, municipalities, transit and 
school districts

• Now you!

Portal History



GRAMA Portal FAQs



Frequently Asked Questions

Do I have to use it?

– Yes! But not entirely. (But we hope you will!)



Frequently Asked Questions

Do I have to use it?

– If you receive a request via the portal, you must 
access it from the portal.

– You are not required to use the portal to respond. 
You can respond outside the portal if you prefer.



Frequently Asked Questions

When does the time limit start for answering the 
request?

– When the request is opened, the clock starts
OR

– If the request is unopened for 10 business days, it 
is considered a denial

• You’ll receive annoying emails each day it remains 
unopened



Frequently Asked Questions

Do I need to create an account?

– Yes

– You’ll create a Utah Master Directory (UMD) 
account (if you don’t already have one)

– The portal will guide you through the process step 
by step



Frequently Asked Questions

Do I need to create an account?

– Yes

– Call the portal administrator or your records 
analyst for assistance



UMD Registration Tips

• Use the same email that the Archives has on file 
(the one that we send emails to)

• Not sure what it is? Email your analyst

• Use a specific work email address, not a generic 
work email

• We can update your email in our system; email your 
analyst



What happens if I can’t log in?

– Try setting up a new account

– If it says that email is already taken, try resetting 
the password

– Contact portal administrator for help

Frequently Asked Questions



Frequently Asked Questions

Are the requests public?

– No

– GRAMA requests have a suggested designation of 
public, BUT

– Each agency classifies their own records, including 
GRAMA requests



Frequently Asked Questions

Are the requests public?

– No

– Only the requester, records officer, and web 
admin can see the requests

– We discourage requesters from including sensitive 
information







Frequently Asked Questions

Are the requests kept forever?

– No

– Requests will be deleted after 2 years, according 
to state schedule 1-64



Frequently Asked Questions

Can people abuse the system?

– Not easily

– Requesters must submit requests one at a time

– If you believe someone is spamming agencies, 
please contact the portal administrator at 
openrecordsadmin@utah.gov



Portal Resources for 

Records Officers



Help Center



Help Center



Frequently Asked Questions



Frequently Asked Questions



Contact Us



Contact Us



GRAMA Request Submission



How it Works

• Requester finds agency

• Requester submits request

• Agency is notified they have a request

• Agency responds to request























Records Officer Dashboard –

Viewing Requests







Click to Sort



Open a Request



Preview Request



Preview Request



View Closed Requests



View Closed Requests



View Closed Requests



View Closed Requests



Download Agency Statistics



Download Agency Statistics



Enter Request Manually





Answering a Request

































Approve



Deny



Deny



Deny



Extraordinary Circumstances



Extraordinary Circumstances



Extraordinary Circumstances



Extraordinary Circumstances



Fees



Fees



Fees



Fees



Contact Requester



Other



Other: Tasks



Other: Tasks



Other: Tasks



Other: Tasks



Other: Documents



Other: Documents



Other: Notes



Other: Log





Please let us know if:

• You have special records request needs or are 
already using an online request system

• You have questions or concerns

• You have requests or suggestions for new 
features

• You like it



What Does This Mean For You?

• If you get a request via the Portal, you need to 
respond to it

– If you don’t respond, the request will time out and 
be marked as a denial

– The requester may appeal the denial



Records Officer Dashboard –

Other Tools













































Transparency Board

• For large-scale or specific legislative concerns

• Deidre Henderson, senator

– http://www.deidrehenderson.com/contact-me/

– 801-787-6197 (text)

• John Reidhead, chair

– jreidhead@utah.gov

– 801-538-3095

• Patricia Smith-Mansfield, vice chair

– pmansfie@utah.gov

– 801-531-3850

mailto:*
mailto:jreidhead@utah.gov
mailto:jreidhead@utah.gov
mailto:pmansfie@utah.gov


Open Records Portal

Website: openrecords.utah.gov

Renée Wilson – 801-531-3842,
reneewilson@utah.gov

– Open Records Portal Administrator 

– Contact for questions about the portal, portal use, 
functionality, etc.

http://openrecords.utah.gov/
mailto:reneewilson@utah.gov


Utah Public Notice Website

Website: utah.gov/pmn

Glen Fairclough – 801-531-3841, 
gfairclough@utah.gov

– Utah Public Notice Website Administrator 

– Contact for questions about the UPNW, posting 
requirements, etc.

https://utah.gov/pmn/index.html


State Records Committee

Website: archives.utah.gov/src

Nova Dubovik – 801-531-3834, ndubovik@utah.gov

– Executive Secretary to the State Records Committee

https://archives.utah.gov/src/
mailto:ndubovik@utah.gov


Government Records Ombudsman

Website: 
archives.utah.gov/opengovernment/ombudsman.htm
l

Rosemary Cundiff – 801-531-3858,
rcundiff@utah.gov

– Government Records Ombudsman 

– Contact with questions about GRAMA law, 
mediation, etc.

https://archives.utah.gov/opengovernment/ombudsman.html
mailto:rcundiff@utah.gov


Your Records Analyst

Lorianne Ouderkirk – 801-531-3860, 
louderkirk@utah.gov

• local agencies, law enforcement, Dept of Health

Blog: https://recordskeepers.wordpress.com/

mailto:louderkirk@utah.gov
https://recordskeepers.wordpress.com/


Questions?



What can we do to 

make your job easier?

We would love your feedback!


