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What Is the Portal? 

 The Open Records Portal is a website where 
people can request records, online, from any 
of the following Utah Governmental entities: 
 State 
 County 
 Municipality 
 School district / charter school 
 Transit district 
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Presenter
Presentation Notes
How many of you have heard of the portal?

How many of you have used the portal?




What Is the Portal? 

 Also includes a records officer dashboard, 
with tools to interface with the Archives 
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Presenter
Presentation Notes
And I’ll talk more about that a little later.



Where This All Came From: SB-70 

 2014 legislative session 
 Modified Open Utah website to include 
 Online GRAMA requests 
 Links to online records 
 And more 

 SB-70 became part of Utah Code 63A-3-403 
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Presentation Notes
The legislation for the Open Records Portal came in the 2014 legislative session, as a modification to the Open Utah website. It became part of Utah Code 63A-3-403.

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html


Utah Code 63A-3-403 

(11) The department shall, in consultation with the board and as funding allows, modify the 
information website described in Subsection (10) to: 

… 

(b) by January 1, 2016, serve as a point of access for Government Records Access and 
Management requests for: 

(i) school districts; 

(ii) charter schools; 

(iii) public transit districts created under Title 17B, Chapter 2a, Part 8, Public 
Transit District Act; 

(iv) counties; and 

(v) municipalities; 

… 

(d) except as provided in Subsection (12)(a), provide link capabilities to other existing 
repositories of public information, including maps, photograph collections, legislatively 
required reports, election data, statute, rules, regulations, and local ordinances that exist 
on other agency and political subdivision websites; 
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Presenter
Presentation Notes
I won’t read this whole thing, but the part that outlines the Portal is…

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html


Utah Code 63A-3-403 

(11) The department shall, in consultation with the board and as funding allows, modify the 
information website described in Subsection (10) to: 

… 

(b) by January 1, 2016, serve as a point of access for Government Records Access and 
Management requests for: 

(i) school districts; 

(ii) charter schools; 

(iii) public transit districts created under Title 17B, Chapter 2a, Part 8, Public 
Transit District Act; 

(iv) counties; and 

(v) municipalities; 

… 

(d) except as provided in Subsection (12)(a), provide link capabilities to other existing 
repositories of public information, including maps, photograph collections, legislatively 
required reports, election data, statute, rules, regulations, and local ordinances that exist 
on other agency and political subdivision websites; 
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Presentation Notes
This right here: the Portal will serve as a point of access for GRAMA requests.

http://le.utah.gov/xcode/Title63A/Chapter3/63A-3-S403.html


Presenter
Presentation Notes
So let me just give you a brief overview of the site.



openrecords.utah.gov 
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Presentation Notes
The site is located at openrecords.utah.gov

http://openrecords.utah.gov/
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Presentation Notes
And this is what it looks like right now.
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Presenter
Presentation Notes
Let me draw your attention to a few tools. At the bottom of the page is a link to the Help Center.
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Presenter
Presentation Notes
The Help Center has articles on how to accomplish things through the portal.
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Presenter
Presentation Notes
Also at the bottom of the main page is a link to the Frequently Asked Questions for both records officers and the general public.
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Presenter
Presentation Notes
The FAQ have a lot of great content to help users.
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Presentation Notes
There’s also a link to the Contact page, where you can find our contact information.
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Presenter
Presentation Notes
Please feel free to contact us at any time with questions or if you need help.



Presenter
Presentation Notes
Now let me dig right in to the most common questions I’m asked by records officers.



Frequently Asked Questions 

 Do I have to use it? 
 Yes! But not entirely. (But we hope you will!) 
 If you receive a request via the portal, you must 

access it from the portal. 
 You are not required to use the portal to respond. 

You can respond outside the portal if you prefer. 
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To Respond Outside of Portal 

 Do I have to use it? 
 Yes! But not entirely. (But we hope you will!) 
 If you receive a request via the portal, you must 

access it from the portal. 
 You are not required to use the portal to respond. 

You can respond outside the portal if you prefer. 

18 

Presenter
Presentation Notes
You can respond to the request offline by clicking the button that says “Respond to Request Outside Portal”. Once you have clicked this button, the request closes. You may still print the request after clicking this button.



Frequently Asked Questions 

 When does the time limit start for answering 
the request? 
 When the request is opened, the clock starts 

OR 
 If the request is unopened for 10 business days, it 

is considered a denial 
 Hopefully I’ll hunt you down before then 
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Frequently Asked Questions 

 How do I know if I have a request? 
 You’ll receive an email notification 
 Contact your analyst if you would like the 

notifications to go to a specific email 
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Frequently Asked Questions 

 Are the requests public? 
 No 
 GRAMA requests have a suggested designation of 

public, BUT 
 Each agency classifies their own records, including 

GRAMA requests 
 Only the requester, records officer, and web admin 

can see the requests 
 We discourage requesters from including sensitive 

information 
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Frequently Asked Questions 

 Are the requests kept forever? 
 No 
 Requests will be deleted after 2 years, according 

to state schedule 1-64 
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Frequently Asked Questions 

 Can people abuse the system? 
 Not easily 
 Requests can only be sent to one agency at a time 
 If you believe someone is spamming agencies, 

please contact Renée Wilson at 
openrecordsadmin@utah.gov 
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Frequently Asked Questions 

 How do I verify someone’s identity? 
 ID verification is at the discretion of each agency 
 Continue to use existing method of verification, or 
 Create new guidelines within your agency 

 Some ideas 
 Photocopy of ID 
 Require ID in person 
 Agency-specific form 
 PDF with digital signature 
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Presenter
Presentation Notes
We do not advocate any one way of verifying identity, nor does the Portal have a way to verify identity (at this time). We recommend each agency continue to use whatever process they already have in place for verifying identity, or create new guidelines for portal verification.





Frequently Asked Questions 

 Do I need to create an account? 
 Yes 
 You’ll create a Utah Master Directory (UMD) 

account (if you don’t already have one) 
 The portal will guide you through the process step 

by step 
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UMD Registration Tips 

 Use the same email that the Archives has on 
file (the one that we send emails to) 
 Not sure what it is? Email your analyst 

 Use a specific work email address, not a 
generic work email 
 We can update your email in our system; email your 

analyst 

 Make sure your email is not already 
associated with a UMD account 
 Go to login.utah.gov to see associated emails 
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How it Works 

 Requester finds agency 
 Requester submits request 
 Agency is notified they have a request 
 Agency responds to request 
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Presenter
Presentation Notes
This is how it works. It’s very simple.



openrecords.utah.gov 
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Presentation Notes
From the main page, the requester selects any of the agency types to browse or search.

http://openrecords.utah.gov/
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Presenter
Presentation Notes
This is what the results look like. Let’s zoom in a little on one agency so you can see what information is included.
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Presentation Notes
For each agency is shown the name, website, records officer information, and contact information.

Once a requester finds the right agency, they may submit a request by clicking the “Request Records” button.
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Presentation Notes
This is the records request form, which is modeled after the GRAMA form we have posted on our website. It’s basically the same as the paper form, and I won’t go through it in much depth, but I do want to point out a few things.
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SKIP

(This just shows agency information)
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Presentation Notes
This is where they put the actual request. It’s kind of hard to see, but that grey text in the box says “Please do not submit any confidential information such as social security number or account numbers.” We have already had social security numbers submitted, but we do try to discourage people putting sensitive information in their GRAMA requests.
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Presentation Notes
SKIP

(This just shows the user’s information)
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Presenter
Presentation Notes
Here the request can state whether s/he is authorized to access the records requested, and users can upload documents as well, so if your agency needs a specific form to be filled out and submitted, they can do that when they submit this form.
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Presentation Notes
This is where the user can request a fee waiver, and of course and expedited response, which, of course, most of them do. Or if they just want to view the records or be notified if the total is over a certain amount, they can specify that too.
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Presentation Notes
And then finally, we do post at the bottom of the page that GRAMA requests are public. Like I said earlier, these requests are not visible to the public, but they do have a public designation, and we want to discourage people from submitting sensitive information.

You can also see the button on the right, which says “Submit and Upload Documents”, and that’s where they’d click if they needed to upload a specific form.



Presenter
Presentation Notes
Now, let’s take a look at what you will see when you log in.
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Presentation Notes
Once you’re logged in and click on dashboard, you’ll see this screen, which lists all of your records requests. This particular picture is showing ALL records requests, but you’ll just see requests for your own agencies.

When you click on an individual request, that is when the time starts. If you want a tip, you can click on the plus sign to view part of the request content without clicking on the actual request.
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Presentation Notes
This is what you see when you open a request. You will spend most of your time on this screen, so I’m going to go through each section.
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Presenter
Presentation Notes
The top section contains information about the request, including the due date and the status. I’ll come back to the “Total Fee for Request”, but you can take note of that.
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Presentation Notes
Underneath that is the actual request itself. It’s usually much longer than this example one.



44 

Presenter
Presentation Notes
This section shows what options the requester checked at the bottom of the form, so…
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Presentation Notes
If they requested a fee waiver, that shows up here, as well as the reason why. Or…
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Presentation Notes
If they requested the response be expedited, that shows up here too…
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Presenter
Presentation Notes
The “More Detail” link shows the requester’s name, email, phone number, the date the request was submitted, and the date the request was received.
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Presentation Notes
And then there are these buttons. The “Print Request” button will print the request, either to a printer or the PDF, and you can click that anytime, whether the request is open or closed.
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Presentation Notes
The second button is the “Close Request” button, and I will talk about that in a minute.
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Presentation Notes
And of course you can choose respond to the request outside of the Portal, so you just click the “Respond to Request Outside Portal” button, and that closes the request.
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Presentation Notes
This section shows all the different parts of the request that you can respond to. You’ll need to approve or deny the fee waiver and expedited response separately from the actual request, so you can select whichever portion of the request you want and respond to it individually.



52 

Presenter
Presentation Notes
Below that is a section with all the details of whichever request portion you have selected.

Right here is one of my favorite things about the portal. If you get a request that is actually two requests, or you need to approve part of it but deny another part of it, you can click this button, “Divide Request into Parts” to split the request into 2 parts. And you can do that as much as you want, to make as many separate portions as you need to answer the request.
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Presentation Notes
Down here is where the magic really happens, so I’m going to go through these one at a time.



Approve 
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Presentation Notes
The first option is to approve the request. You enter a message in here and then select however the records will be delivered to the requester. You can upload  records or link to a URL here. Once you submit the approval, an email will be sent to the requester with your message that you typed in here.

You’ll see two buttons at the bottom: “Approve” and “Approve and Close”. Always click “Approve and Close”, and I’ll explain why.



Closing Requests 

 If a request is not closed in 10 days, it is 
considered a denial 
 Requester receives notification of denial 
 Records officer receives notification of notification 

sent to requester 

 Always pick “Approve and Close” 
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Presentation Notes
The reason we care about this is because if a request is NOT closed within 10 days of it being open, the system assumes it has expired, and then a denial is sent to the requester, and the records officer gets a notice of the denial as well, and then people are confused because they already answered the request but are now getting this message, and it can be a bit of a mess. So when in doubt, always pick Approve and Close.



Closing Requests 
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Main Request 

Fee Waiver 

Expedited Request 

Request Portion 

Presenter
Presentation Notes
So the request is broken up into portions (click so all 4 portions show), and each portion needs to be closed (click to show X’s) before the Request, as a whole, can be closed. This is why we recommend clicking “Approve and Close”, because you need to do that in order to close the request. You can always re-open the request portion if you need to.

So if you close everything but the Main Request, you can’t close the request as a whole.

If you close everything but the Expedited Request because you figure it’s answered so it doesn’t matter, you won’t be able to close the Request as a whole.

Even if you have all four portions closed but the Request as a whole is still open, the system will time it out after 10 days and send a notice of denial.

Now, I do want to point out that we are working to change this so that you don’t have to worry about this stuff that should be happening in the background. For now, however, this is how it’s working.
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Presentation Notes
And this is where that “Close Request” button comes in from earlier, at the top of the page. You can only click “Close Request” AFTER all the request portions have been closed. 

Closed means “responded to”.



Deny 
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Presentation Notes
Moving on to the next tab. This next tab is for denying the request. Once you deny a request, an email is sent to the requester with the message you typed in, and also the appeals information. That’s included automatically, so all you have to do is…



Deny 
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Presentation Notes
…verify whether the information is correct for the Chief Administrative Officer. This particular agency didn’t have a CAO—it’s a test agency, and we forgot to put that—but if there is a CAO, he or she would appear here automatically.



Deny 
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Presentation Notes
You can also choose to have the denial sent to someone else as well, such as if your CAO wants to be copied on all denials.
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Presenter
Presentation Notes
The next option is if you need to apply Extraordinary Circumstances. The law allows for some special circumstances which may occur and which may hinder your ability to respond to the request in a timely manner.
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Presentation Notes
Each of these reasons is listed here, along with the amount of additional time the law allows. After you select a reason,…
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Presentation Notes
…you go down here to select the new deadline when the request will be responded to. You‘re allowed as much time as the reason you specify is allowed—the calendar calculates that automatically.
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Presenter
Presentation Notes
The next tab is for referrals, if you need to tell the requester to send the records request to a different agency. This feature does NOT actually send the request to that other agency (yet), it just tells the requester that they need to put in a new request somewhere else.

You can refer the requester to a different records officer, if you know the person they should be talking to, or you can select the agency from a list. You can also enter a referral manually, just free-form, if you prefer.

(click) Also in this area is a place to state if the records simply don’t exist.
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Presentation Notes
The next tab deals with Fees. We don’t actually have a way to collect fees, so far, but you can list fees and keep track of them. This is what the tab looks like with a few fees already added.
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Presentation Notes
This is what it looks like when you click to add a fee. 
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Presentation Notes
As you add fees, the total at the top of the page, where it says “Total Fee for Request” goes up to reflect the changes. When you click on the total fee displayed here…
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Presentation Notes
…you will be brought to this page. Here you can see all the fees applied to the request.
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Presentation Notes
The next tab is for if you need to contact the requester. You can also do this by just copying their email and emailing them from your own email, but this is here in case you want to use it. The message goes directly to the requester’s email; they do not need to log in to get it.

Don’t forget to put your name on the email, and your agency, since we’re still working on getting that added.
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Presentation Notes
Finally, this last tab, “Other”, has a couple different options under it.



71 

Presenter
Presentation Notes
The first is Tasks. If you want to add a task you can do so.
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Presentation Notes
This is what it looks like as you add a task.
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Presentation Notes
The cool thing about this is that you can track how long it took to accomplish the task, and apply it as a fee. So, this is where you’d enter in the hourly rate.
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Then, after you’ve saved the task, you can go back in and say how long it took to complete, and that fee will be calculated and added to the total.
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Presentation Notes
Next is a link called “References” which is to upload documents, so if a requester needs to submit a particular form or permission sheet, they can do so at any time. The documents function is still in beta, so it’s hidden under “Other” until it’s totally ready to go.
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Presentation Notes
You can also add notes to the request, if you like, that’s the next option. You may also select whether or not the note should be visible to the requester.
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Presentation Notes
And, last of all, there’s a log of every single action that has happened to the request, and who completed that action, and when.
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Presentation Notes
As you can see, there is a ton of stuff on here, and we’re trying to make it better all the time. If your agency has specific needs that are not addressed here, let us know and we will see what we can do.



Up and Coming 

 In consideration or planning: 
 Customizable fields to capture information 

specific to your agency 
 Customizable fee schedules 
 Ability to collect fees 
 Additional reporting tools 
 Ability to manually enter requests received 

outside of the portal 
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Questions??? 
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Presenter
Presentation Notes
So, that is the GRAMA section of the portal. Does anyone have any questions before moving on to the next section?



Please let us know if: 

 You have special records request needs 
 Additional required forms 
 Already using an online request system 

 You have questions or concerns 
 You have requests or suggestions for new 

features 
 You like it 
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openrecords.utah.gov 
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Presentation Notes
When you’re logged in to the site, you can see this button that is greyed out: Online Records.

This is a feature that will be coming someday. This portal will allow you a new way to interface with the Archives. You’ll be able to view all your agencies’ series, create or update series, set up transfers, and even transfer digital records online, if you want.

Creating something like this is a pretty huge endeavor, so it’s not ready yet. But look forward to that, because it will be AWESOME once completed.

http://openrecords.utah.gov/


Up and Coming 

 In consideration or planning: 
 View agency series information 
 Report new series; edit/revise series information 
 Upload local ordinances (or URL) 
 And much more! 
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openrecords.utah.gov 
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Presenter
Presentation Notes
We have started to build the Records Officer Dashboard. This is also a huge undertaking, so it’s not completely finished yet, but some parts of it are already functional.

http://openrecords.utah.gov/
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Presentation Notes
The Dashboard is a collection of tools to help you interface with the Archives, and get stuff done. There are several different parts of the Dashboard, and we’ve had to be selective about which features to make available first.

We started with certification. You can now certify completely and totally online!

When you click this button…
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…you are taken to this screen, where you can see...
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...Your certification status. If you‘re not certified, you‘ll see a red X, and if you‘re certified but your certification is about to expire, you‘ll see a yellow exlamation point. You‘ll also see...
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...The date by which you need to recertify...
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Presentation Notes
...And the certification tests you can take.

We have two tests now, which we‘ll talk more about later. Basically, you can certify for Records Access and GRAMA, or if you don’t handle GRAMA Requests, you can certify for Records Management.
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You can also see your past test outcomes.
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You can reprint your certificate here, and you can also see (click) the questions you missed on your most recent certification test.
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We also have a new way to register for training. When you click on this button…
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Presentation Notes
...You are brought to the table that lists all of our training sessions coming up. You can sort the training sessions by title, location, date, or any of these facets along the top. All you have to do to register is click this button. That‘s it! And then once you click it, the button changes...
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...to say “Withdraw from this class”, so you know you are registered. It’s really that easy. Isn’t that fantastic?
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Presentation Notes
The other thing we’re bringing online is the ability to update your own information.
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Presentation Notes
Eventually you’ll also have the ability to update your agency information, and CAOs will have the ability to verify records officers through the portal. For right now though, you can update your own personal information, like your email and phone.



Up and Coming 

 In consideration or planning: 
 Request training 
 Verify records officers (for CAOs) 
 Update agency information 
 Contact your Archives records analyst 
 And much more! 
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Questions??? 
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Transparency Board 

 For large-scale or specific legislative concerns 
 John Reidhead, chair 
 jreidhead@utah.gov 
 801-538-3095 

 Patricia Smith-Mansfield, vice chair 
 pmansfie@utah.gov 
 801-531-3850 
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They like to hear from people who actually have experience with records and handle the records and records requests.

mailto:jreidhead@utah.gov
mailto:pmansfie@utah.gov


Contact us 

Website: openrecords.utah.gov 
Renée Wilson – 801-531-3842, reneewilson@utah.gov 
 Open Records Portal Administrator  
 Contact for questions about the portal, portal use, functionality, 

etc. 
 

Nova Dubovik – 801-531-3834, ndubovik@utah.gov 
 GRAMA Coordinator  
 Contact to report agency updates, GRAMA designee, etc. 

 
Rosemary Cundiff – 801-531-3858, rcundiff@utah.gov 
 Government Records Ombudsman  
 Contact with questions about GRAMA law, mediation, etc. 

102 

http://openrecords.utah.gov/
mailto:reneewilson@utah.gov
mailto:ndubovik@utah.gov
mailto:rcundiff@utah.gov


Kendra Yates – 801-531-3866, kendrayates@utah.gov 
 elected state agencies, courts, legislature; analyst manager 
 
Rae Gifford – 801-531-3836, rgifford@utah.gov 
 state agencies (with a few exceptions) and education 
 
Lorianne Ouderkirk – 801-531-3860, louderkirk@utah.gov 
 local agencies, law enforcement, Dept of Health 

 
Rebekkah Shaw – 801-531-3851, rshaw@utah.gov 
 general retention schedules 

 
Blog: https://recordskeepers.wordpress.com/ 
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Records Analysts 

mailto:kendrayates@utah.gov
mailto:rgifford@utah.gov
mailto:louderkirk@utah.gov
mailto:rshaw@utah.gov
https://recordskeepers.wordpress.com/


5 Minute Break 
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Compliance made easy(ier) – an overview 

Presenter
Presentation Notes
Good morning. My name is Nova Dubovik, I’m the ex. Sec. to the State Records Committee and sitting next to me is Kendra Yates, the Records Analyst Section Manager. Today, we are excited to tell you about two new paths for records officer certification that is tailored for the duties and responsibilities you perform. Prior to this new initiative there was only one way a records officer could certify annually and that was by taking the Records Access or GRAMA certification, whether you handled GRAMA requests or not. 

Before we get ahead of ourselves lets go over some basic responsibilities.




 Establish records management program 
 Appoint records officer(s) 
 Ensure that they certify annually 

Your Responsibilities as CAO Include: 
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Presentation Notes
Your Responsibilities as CAO Include:

Establishing a records management program
Appointing records officer(s)
Ensuring that they certify annually




Your Responsibilities as Records Officer may Include: 

 Care and Maintenance 
 Scheduling and Disposal 
 Classification and Designation 
 Providing access 
 Preserving 
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If you are an appointed records officer. Some of the responsibilities that you may have regarding records include:

Care and Maintenance
Scheduling and Disposal
Classification and Designation
Providing access
Preserving






Records officers may share those 
responsibilities with other records officers 
in their agencies, depending on how the 
roles are distributed. 
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Presenter
Presentation Notes
*Give them time to read the slide*
The State Archives recognizes that many governmental entities divide these responsibilities among different records officers. For example, some records officers are responsible for the care, maintenance, and scheduling of records, but not for classifying or providing access to records. And some records officers only classify records and respond to GRAMA requests. Most records officers have both responsibilities.



Certifying annually 
  Every records officer (almost) 
 Utah Code 63G-2-108 
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Presentation Notes
One responsibility that can’t be shared or redistributed is certifying annually. 

According to Utah Code, every records officer must do this (except records officers of the Legislature and courts).



Certification option available up to now 

Online training course 
that “shall train a records 
officer regarding the 
provisions of [GRAMA]” 

 

Utah Code 63A-12-110(3) 
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Presentation Notes
Up to now there has been one certification option: online materials and testing designed to educate records officers regarding records access and the provisions of GRAMA.




There are now two paths to certification 

 Records Access 
 GRAMA 
 Classifying records 
 Responding to GRAMA 

requests appropriately 

 Records Management 
 PRMA 
 Understanding records 
 Implementing retention 

schedules 
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Presentation Notes
There are now two paths to certification. A training that focuses on records access, and a training that focuses on records management.

Both certification tests will be available to every records officer.
1. Records Officers who are responsible only for GRAMA requests must take the Records Access certification test.
�
2. Records Officers who have only records management responsibilities and are not responsible for responding to GRAMA requests may certify by taking the Records Management Certification Test.
�
3. Records Officers who have both responsibilities may certify by taking the Records Access Certification test the first time, and thereafter may certify by taking the Records Management and Records Access certification tests alternately every other year.




GRAMA in a nutshell 

Presenter
Presentation Notes
The first path we will discuss is Records Access certification test, fondly known as GRAMA.  If you are familiar with GRAMA this will be a quick overview of the certification material, if you are not familiar with Records Access certification then this will provide an opportunity to compare and contrast and decide which certification most represents your duties and responsibilities. 



GRAMA Certification 
 

 

 

 Records Access 
 GRAMA 
 Classifying records 
 Respond to GRAMA 

requests appropriately 
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The first track is for Records Officers who are responsible only for GRAMA requests. You must take the Records Access certification test.

If your responsibilities include responding to GRAMA requests, classifying records, and disclosing public, private, protected, and controlled records then you will need to take the Records Access certification. It is important before beginning the test to download the statute, the Government Records Access and Management Act (GRAMA) and the training manual provided on the Archives website or Open Records Portal. 

This presentation, on Records Access certification, is an overview of the test material to provide you a general idea of what is involved to certify as a GRAMA responder.  And if this is the right certification for the duties you perform.

For a more comprehensive GRAMA training experience it is highly recommended to attend an in-person refresher class  on an annual basis. This law is complex and not always easy to interpret, plus new provisions are added every year when the legislature meets in January- so it’s a good idea to attend annual training to learn about the latest added provisions. 



GRAMA Sections 
 Section 1: General Provisions 

 
 Section 2: Access to Records 

 
 Section 3: Classifications 

 
 Section 4: Appeals 

 
 Section 5: Applicability to Political Subdivisions, the 

Judiciary, and the Legislature 
 

 Section 6: Other provisions in GRAMA 
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The GRAMA certification test is broken down into six sections that reflect the contents of the law. The test can be retaken as many times as needed to obtain a passing score.  However it must be noted that the last four sections in the law you do not need to know to pass the test, but it is highly advised to review and become familiar with those sections on your own.




Section 1: General Provisions 
GRAMA Legislative Intent 

 Promote easy and reasonable 
access to public records 
 

 Specify when interest in 
restriction outweighs access 
 

 Define appropriate restrictions 
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The law outlines the Legislative intent for creating GRAMA. It informs us that the purpose of this act is to promote the public’s right to easy access to public records, and at the same time to prevent abuse of confidentiality by governmental entities by permitting the confidential treatment of some records. 

Its purpose is also to provide guidelines for both disclosure and restrictions that are based on the equitable weighing of relevant interests and which are consistent with nationwide standards and practices. 

A further stated purpose of this act is to establish fair and reasonable records management practices. 



Section 1: General Provisions 

 Definitions 
 

 Confidentiality agreements 
 

 Records of security measures 
 

 Certification of records officers 
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Within General Provisions, is a list 30 definitions in alphabetical order. These are words that you will find throughout the law that are used in a legal capacity and need to be defined to understand the context of the law.

One example that I like to use is the word Person. What does it mean?
	In the law , it means, an individual, nonprofit or profit corporation, partnership, sole proprietorship, business organization or any combination of the above.

In addition to the Legislative Intent and Definitions, there are three other sections outlined and defined in General Provisions:

1. Confidentially agreements. This pertains to contracts provided to your office by private entities.

2. Records of security measures. These are not subject to GRAMA. Disclosing a password or combination would not be a wise act.

4. And lastly the Certification of records officers. This was addressed earlier in the introduction and will be expanded on as we go along.




Section 2:  Access to Records  
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As a records officer whose responsibility is to respond to GRAMA requests, Section 2, Part 2 in the law, Access to Records,  this is probably the most important section to understand and be able to apply. 

This section delineates the access rights to government records. 

Who has the right to inspect records, what restrictions exist, and who has rights to access restricted records? 

How to properly access and apply fees, time limits to respond to GRAMA requests, the different responses, to include denying a request and the process for the Requester to appeal a records request denial.  



Section 2:  Access to Records 

RIGHT TO INSPECT 

 

 Right to  inspect records and receive copies 

 

 Government not required to create, compile, format records 

 

 Government may not use physical form to hinder access 
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If you ever asked yourself, who has the right to inspect a record, that answer is in Section 2 Access to Records:

-Every person has the right to inspect records and receive copies during normal working hours. 

-Government entity is not required to create a record unless it doesn’t interfere with government duties and responsibilities and the requester agrees to a fee.

-Government may not use physical form electronic or otherwise, in which a record is stored to hinder the rights of a person to inspect and receive a copy of a record. 







Section 2: Access to Records 

DISCLOSURE OF RECORDS 

 

 Private records to individual, parent or legal guardian, POA 

 

 Controlled records to health care  providers with authorization 

 

 Protected records to the person who submitted, POA etc. 

 

 Verify identity of requester 
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It also identifies who you can disclose records to: 

-Private records are disclosed to the subject of the record, parent or legal guardian, or someone with a power of attorney. 

-Controlled records are released to physician, psychologist, certified social worker, insurance provider or producer. A signed acknowledgement of the terms of disclosure of information must be provided. 

-Protected records are provided to the person who submitted the record, who has a Power of Attorney, or court ordered.  A submitted record could be a copy of a bid contract you submitted, proposals, applications, or other information you have submitted to a governmental entity. 

Most importantly, do not release a record with out verifying the identity of the requester.






Section 2:  Access to Records 

 Records officer has 10 Business days to respond 
 
 Approve 

 
 Deny 

 
 Notify governmental entity does not maintain record 

 
 Notify of extraordinary circumstances 
 (8 Extraordinary Circumstances) 
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When a records officer receives a GRAMA request he/she has 10 business days after receipt to respond. There are four ways to respond:

-To approve and provide the record; 
-Deny partial or whole access to a record; 
-Notify the requester the governmental entity does not maintain the record and provide a reference (if known) who does maintain the record; 
-or notify the requester of you are claiming extraordinary circumstances. 

There are 8 extraordinary circumstances that are listed in the law and they are very specific with designated time frames. If you do claim an extraordinary circumstance you must notify the Requester within the 10 business days that they have the right to appeal the extraordinary circumstance claim if they disagree with the reason or date the records will be provided.



Section 2:  Access to Records 

 Fees 
 

 Denials 
 

 Sharing records 
 

 Subpoenas 
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Section 2 also outlines Fees, Denials, Sharing records, and Subpoenas.





Section 2:  Access to Records 

 Fees 
 

 Denials 
 

 Sharing records 
 

 Subpoenas 
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If you work with fee schedules, Section 2,  discusses fees in detail and how to access and apply them. The Governmental entity may charge a reasonable fee to cover the costs of providing a record. It is important for political subdivisions to establish a fee schedule to provide the public on how much it will cost to provide records.  GRAMA highly encourages government entities to fulfill a request without charge and is encouraged to do so when it determines the release would benefit the public or the requester’s rights  are directly impacted. It also includes if the requesters is impecunious (can’t afford the fee). If that is the case, some governmental entities request prove of impecunious or have other methods to determine such a claim.




Section 2:  Access to Records 

 
 Fees 

 
 Denials 

 
 Sharing records 

 
 Subpoenas 
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In Section 2 it will define how to properly notify a Requester of a Denial. It outlines what information needs to be in the notification letter. 

A denial notification letter should contain the statement “right to appeal”, records description and corresponding citation, court ruling, federal statute or federal regulation as to why the record was denied, time limits for appealing to the chief administrative officer (30 days), and name and business address of the chief administrative officer. 



GRAMA Request Received 

10 business days to 
respond 

• DETERMINATION 
• Approve 
• Access deny in whole 

or part 
• Fee waiver denial 
• Do not maintain 
• Claim Extraordinary 

circumstances 
• Failure to respond 

 
 

Notify Requester of the 
governmental entity’s 
decision 

•DENIAL 

Notify Requester the right to 
appeal decision to chief 
administrative officer or 
designee 

• Provide written response 
• Description of portion denied 
• Citation 
• Right to Appeal 
• 30 Calendar Days to file an 

appeal 
• Name/address of chief 

administrative officer or 
designee 

Approved 
Records provided 

SIMPLIFIED GRAMA PROCESS CHART 
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To get a visual, here is simplified GRAMA PROCESS Chart. It starts when the records officer receives the GRAMA request, and has 10 business days to make a determination. Then the governmental entity notifies the Requester whether it was approved and records provided or denied. If the records are denied the Requester is notified of his/her right to appeal to the chief administrative officer or designee. 

This flow chart does not show the more complex situations or take in account extraordinary circumstances. However, do remember if there is an extraordinary circumstance claim you must notify the requester within the 10 business days and provide a citation and the right to appeal.




Section 2:  Access to Records 

 Fees 
 

 Denials 
 

 Sharing records 
 

 Subpoenas 
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This provision in Section 2 is for governmental entities who share records with other governmental entities.  A governmental entity may provide a record that is private, controlled, or protected to another governmental entity if it falls within the parameters outlined in GRAMA. This section in the law is quite long and complex. In the training manual it has been simplified but if there are any questions please refer to the statute. 



Section 2:  Access to Records 

 Fees 
 

 Denials 
 

 Sharing records 
 

 Subpoenas 
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And lastly, Subpoenas. This is probably the section that is most confusing to governmental entities and difficult understand. 

Subpoenas and other methods of discovery are not GRAMA requests and must be processed differently. A subpoena is a judicial process, and a GRAMA requests is an administrative process. A person can request the same records under both. 

For example: a Requester may submit a GRAMA to the police department for records about their arrest, the police department may have whole or parts of responsive records to the GRAMA request that the attorney did not find pertinent to his/her case, and therefore are not in the attorney’s case file. 

If there are no restrictions to disclose the records you would provide them under GRAMA. Even if the Requester has received those same records under discovery. Its not considered a duplicate fill.  There is a Records Committee decision that pertains directly to the difference between subpoenas and GRAMA. http://archives.utah.gov/src/srcappeal-2014-04.html (Case No. 14-04)



Section 3: Classification 

 Public 
 

 Private 
 

 Controlled 
 

 Protected 
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Section 3, explains and defines further the four classifications Public, Private, Controlled, and Protected.  

What is important to take away is that records are either public, and available for everyone to inspect and copy.

Or 

Records are Private, Controlled, Protected under GRAMA and disclosure is restricted, or access is governed by court rule, another state statute, federal statute, or federal regulation. This section will answer those questions.



Section 3: Classification 

 Public Records 
 Open meeting minutes 
 Financial records 
 Initial contact reports 
 Government contracts 
 All records not specifically restricted 
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Public records are open meeting minutes, financial records, initial contact reports, government contracts, and all records not specifically restricted in the law. 

Remember it this way, all records are public unless otherwise expressly stated in the law.



Section 3: Classification 

Private Records Controlled Records 

 Medical history 

 Performance evaluations 

 Library records that 
identify a patron 

 Employee personal contact 
information 

 Any clearly unwarranted 
invasion of personal 
privacy 

 Medical, psychiatric, or 
psychological data about 
individual 

 Release detrimental to 
subject of record or to the 
safety of others 

 Release violates medical 
ethics 
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If you work a lot with Private and Controlled records its helps to think about them as about individuals but the disclosure and restrictions  are vastly differently. 

Private records can be personal data and information on a person, if released to someone other than that person, would clearly be an unwarranted invasion of personal privacy.

Controlled records pertain to an individual’s medical data and if released to that individual could be detrimental to the individual or the safety of others around them. It is also important to note releasing controlled information  would be a violation of medical ethics.



Section 3: Classification 

 Protected Records 
 65 protected records listed 

 
 Bids for contracts 
 Trade secrets 
 Test questions 
 Drafts 
 Attorney client privilege 

 
 Records release could interfere with government 

process such as audit, exam, investigation, or trial 
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Protected records are restricted because they contain information that is in the public interest to restrict. The legislature every year continues to add more protected records to the list. As of 2015 there are 65 specifically listed protected records.  Here are a few examples of protected records listed in the statute.

Bids for contracts

Trade secrets-this would fall under proprietary information someone wouldn't not want to be released to competitors.

Test questions-Drivers license test. It would be counterproductive to disclose the test questions before taking the test.

Draft, unless otherwise classified as public. 

Attorney client privilege. 

For the most part the list of protected records makes common sense after you review it, and realize releasing protected records could interfere with government process such as audits, exams, investigations, or trials.  




Section 4:  Appeals 
 

 

Important provision 

 

Right of requester or 
interested party to 
appeal the decision 

 

Records officers should 
familiarize with past 
decisions 
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Not all records officers work with appeals or have the opportunity to sit in on a Committee hearing, however its important to familiarize yourself with the process because it impacts records access decisions made at your level and those at the chief administrative officer’s level. 



Section 4:  Appeals 

 A requester has the right to appeal the 
governmental entity’s decision 
 
 Chief administrative officer 
 Local appeals board (if established) 
 State records committee or district court 
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The Requester has the right to appeal the governmental entity’s decision. Section 4, Appeals outlines those provisions.

The first appeal must go to the chief administrative officer (CAO), or designee, of the governmental entity. A requester may appeal 30 days after the notification of denial.  In addition to the denial, the requester may also appeal unreasonable denial of a fee waiver request, claims of extraordinary circumstance if the requester believes it is unreasonable, and if the governmental entity failed to respond within the time frame required by statute.  

Once the Chief administrative officer has responded the next level is to the local appeals board if there is one established, if not the CAO’s decision may be appealed to the state records committee or district court.



Notice of Appeal Received by 
chief administrative officer or 
designee 

5 business days to respond 

 
•Determination 
•Approve 
•Access deny in whole or part 
•Failure to respond 

 

Notify Requester of the 
governmental entity’s decision 

•DENIAL 

Notify Requester the right to 
appeal decision  

•Provide written response 
•Right to Appeal 
•30 Calendar Days to file an appeal 
•Name/business address of: 

 
•Ex. Sec. of State Records Committee or 
•Designee of local appeals board if 

established 

Approved 
Records provided 

Local Appeals Board 
(If established Requester must first file appeal to the local appeals board, after 
which Requester may appeal to the State Records Committee or District Court) 

Appeal to State 
Records Committee 
30 Calendar Days 

Appeal to District Court 
30 Calendar Days 

SIMPLIFIED GRAMA PROCESS CHART 
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Here is another simplified GRAMA PROCESS Flow Chart. It starts with the notice of appeal received by the chief administrative officer who has 5 business days to make the determination. When the determination is made the governmental entity notifies the Requester whether the appeal was approved and records provided or denied. If the records are denied the Requester is notified of his/her right to appeal to the State Records Committee or District Court. However, if there is a local appeals board established the Requester must appeal to the local appeals board before appealing to the State Records Committee or District Court. 

Notify the Requester in writing they have the right to appeal, provide the reason for the denial and applicable citations. The Requester has 30 days to file an appeal to the State Records Committee or District Court. 

 




Section: 5 and 6 

 Section 5: Applicable to political subdivisions, 
judiciary, and the legislature 
 
 
 

 Section 6: Other provisions in GRAMA 
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Due to limited time we won’t go into great detail with Section 5. 

Section 5, is Part 7 of the law, and contains information on  political subdivisions and their ability to adopt ordinances and policies to comply with the statute. It outlines what information should be written into the ordinance or polices--- to include the new statute requirements for local appeals boards. A political subdivision may also establish its own reasonable response times and time limits for appeals. If you write ordinances and policies it is very important to become familiar with this section.

Section 6 lists the 4 parts not included in the Records Access certification. These section might pertain to your duties so its important to review the sections which are:

-The state records committee duties and configuration.

-Collection of information and accuracy of records is a provision that identifies the rights of individuals about whom data is maintained and the approval of retention schedules.

-Remedies: This provision defines criminal penalties and liabilities associated with violation of GRAMA.

And…

-Public associations. This section states that public associations are also subject to this act in specific circumstances. This section was added to cover the 2002 Olympic winter games committees.



Presenter
Presentation Notes
As a Records Officer if you perform any of the duties mentioned in the Records Access certification, and your responsibility is to respond to GRAMA requests, then you must take the Records Access certification test. It is a requirement that records officers who work with GRAMA requests be familiar and understand the Government Records Access and Management Act. 

If what is contained in the Records Access certification (GRAMA) does not fall into the realm of your responsibilities and duties as a records officer, then lets take a look at the new path to Records Management certification.  This  might be a better option and  can be taken in lieu of the Records Access (GRAMA) certification test. 

Do you have any questions for us?




There are now two paths to certification 

 Records Access 
 GRAMA 
 Classifying records 
 Responding to GRAMA 

requests appropriately 

 Records Management 
 PRMA 
 Understanding records 
 Implementing retention 

schedules 
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We created a new training that focuses on records management because records officers who are not assigned the duty of responding to GRAMA requests felt that the Records Access and GRAMA training feels mostly irrelevant. But they still had to certify. By creating a second certification training and test that concentrates on Records Management, records officers not handling GRAMA requests can comply in a way that benefits them and feels relevant. 

However, if you respond to requests and maintain records, then both tests can be taken in alternating years.





Essential Principles and Practical Application 

Presenter
Presentation Notes
One of the biggest challenges as we developed the Records Management essentials training was deciding what should and should not be in the new training:
There is a plethora of literature about records management best practices.

Although we felt obligated to discuss the legal aspects of records management, we also wanted to talk about the practical benefits to you and your agency. And we wanted to offer helpful and accomplishable instruction, not just lofty ideals.




Section 1:  Laws (PRMA and GRAMA) 

 Definitions 

 Warnings 

 Duties 
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Section 1 of the training focuses on government records laws, both GRAMA and the Public Records Management Act, or PRMA.
These laws contain definitions, a warning, and descriptions of duties associated with maintaining government records (and who the duties belong to).



d
e
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 Record or non-record? 
 What is a record series? 
 Which is the record copy? 
 What does it mean to ‘schedule’ records? 
 General retention schedule vs. Series-specific 

retention schedule 
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The definitions in GRAMA answer questions like these. *Pause to let them read the questions*

They can help you determine whether something is a record or not and can explain what record series, record copies, and retention schedules are.



Records are property of the State 
Do not intentionally 

mutilate 

dispose of 

destroy 

damage 

Contrary to a properly adopted retention schedule 

w
a

r
n

i
n

g
s  
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The Public Records Management Act (PRMA) provides warnings by making it clear that Records are property of the state, meaning that their maintenance is governed by statute, not left up to the discretion of government employees.

The law says: Do not intentionally mutilate, destroy, damage, or dispose of records contrary to a properly adopted retention schedule.
To break this law is a Class B Misdemeanor
(Utah Code 63A-12-105)

This can be positively stated as: Records must be maintained and must remain accessible for the duration of their approved retention periods.




d
u

t
i

e
s  

 Governmental Entities 
 Chief Administrative Officers 
 Records officers 
 Division of Archives and Records 

Service 
 Archives and Records management 
 Training and standards 
 Retention Schedules 
 Repository for historical records 
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The Public Records Management Act outlines the legal responsibilities and duties of governmental entities, the chief administrative officer and appointed records officers in particular. 

We discussed these at the beginning of this presentation, but the law also outlines the legal responsibilities and duties of the Division of Archives and Records Service, or State Archives.

Which includes:
Administering the state’s archives and records management programs. 
Establishing Standards and develop Training
Preparing retention schedules
serving as the official repository for historical records



Section 2: Principles of records management 
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Section 2 of the training focuses on principles of establishing a records management program



Section 2: Principles of records management 

143 

Presenter
Presentation Notes
Not so much the legal requirements for establishing a records management program, but the business case, the benefits that you and your agency will enjoy if you successfully implement a records management program.
 





Section 3: Ten practical steps for 
implementing retention schedules 

http://www.licc.org.uk/imagine-church/signposts/three-practical-steps/ 
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The final Section of the training focuses on ten practical steps that can help you implement retention schedules in order to manage your records.



1. Find your retention schedules 
2. Understand your retention schedules 
3. Inventory your records 
4. Get staff feedback 
5. Establish plans 
6. Update your retention schedules 
7. Assign and train staff members 
8. Organize your records 
9. Transfer records as necessary 
10. Destroy records as necessary 
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These include finding and understanding your retention schedules, inventorying your records and getting staff feedback on how they are actually managed. Then comparing the reality with what is in the retention schedules so that you can update your retention schedules or your processes. 
The final steps are about educating your colleagues and enlisting their aid, organizing your records and then transferring or destroying those that should go.



Points of Pain 

Questions 

 

Gaps in understanding 

http://www.leapfrogging.com/2013/06/20/painstorming-for-innovation/ 
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The most important thing that we took into consideration as we developed this training is what I like to call “Points of pain.” These are questions that we receive or just gaps in understanding that become evident as we assist agencies. 
I’d like to cover just a few of those common misconceptions here.



Retention Schedule Types 

General Retention Schedule Series-specific Retention 
Schedule 
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One clarification that the training makes is to explain the two types of retention schedules. 
One type is general retention schedules, which are created for common record groups, such as accounts payable records or meeting minutes. General retention schedules have already been approved by the State Records Committee and are available for immediate use.

When a governmental entity has records that are not described in a General Retention Schedule, or if they want to keep the records for more or less time than is specified by the General Retention Schedule, then they (with the help of their records analyst at the State Archives) can submit a series-specific retention schedule to the State Records Committee for approval. Once a series-specific retention schedule has been approved, it carries the same mandate for compliance as General Retention Schedules do.





 Your agency: 
 Chooses 
 Commits 
 Manages 
 Preserves 
 Disposes 

Which is the record copy? 
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Another point of pain that the training addresses is the significance of a record copy.
Because records can be duplicated in order to create reference copies, access copies, backup copies, preservation copies, etc., the law isolates the legal requirement for maintaining the records to only the record copy. 

Your agency:
Chooses which copy is the record copy
Commits to maintaining the record copy for the duration of the scheduled retention
Manages all copies of the record
Preserves the record copy in a way that makes it accessible and authentic
Disposes of the record according to the scheduled disposition




Electronic records are records, too 

•Social media 
 

•E-mail and IMs 
 

•Information in 
Database systems 

 

149 

Presenter
Presentation Notes
There are common misunderstandings about what records are. If you don’t print it off and hold it in your hands, is it still a record?

Social media Content that relates to government business is a record and must be treated as such.
Emails and instant messages that relate to work are records. Even personal emails that are sent and received using your work email become subject to discovery. This is why we suggest that you use a personal account for personal email, or forward personal emails to a personal account and delete them from your work account.
Database systems are not records, but they contain records.




Your database is full of records… 

It is your job to know what they are. 

https://threatpost.com/slack-discloses-breach-of-its-user-profile-database-implements-2fa/111872/ 

https://www.pinterest.com/uolga/cenjoy-your~tea-timec/ 
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People sometimes use the term ‘database’ when referring to the information itself. 
A Database system is like a cupboard, used to store and organize documents or to aggregate tables of data, but a database is not a records management system and it is not IT’s responsibility to ensure that the records are retained correctly. 

It is mandated through law that each state governmental agency establish record retention schedules for any electronic records created or received in an electronic transaction. The data held in an agency’s database documents, among other things, business functions and transactions, and may, therefore, be records. Records officers need to have an understanding of what information is contained in their databases and how to manage it.




Managing electronic records 

 Establish plans for: 
 Reformatting 
 Data migration 
 Data storage 
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Part of managing electronic records requires establishing 
plans for reformatting, 
plans for migrating data, especially electronic records that have a retention period of ten years or longer, 
and plans for records storage, in order to store it less expensively once the records are no longer accessed frequently



• Inactive records 
• FREE off-site 

storage 
• Custody held by 

government 
agency 

• Agency may 
request records 
 

State Records Center in Clearfield 

Step 9: Transfer records as necessary 
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Another source of confusion that we run into with records officers is understanding the two different facilities that the State Archives manages and the very different functions that they serve. 

One facility is the State Records Center, which is an off-site storage facility in Clearfield:
This is for inactive records, meaning that they are used less than once a month but their retention has not yet been met
No cost to agency for storage
Custody of the records is retained by governmental entity
Agency may request records from the RC, and then Return the records to records center when finished






Utah State Archives 

• Repository for 
historical records 

• Custody held by 
state archives 

• Access via the 
Research Center 
or online 

Utah State Archives in Salt Lake City 
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When transferring records of historical value that have met their retention, and that have a disposition of “Transfer to the State Archives” or permanent, you will send them to the State Archives, which is Located in downtown SLC, just south of the Rio Grande building.

Custody of these records is held by the Utah Division of Archives and Records Service, which means:
The State Archives becomes responsible for preserving, caring for, storing, and providing access to the records. 
Records are available for use in the Archives’ Research Center and online in many cases



Step 10: Destroy records as necessary 

 If disposition is: destroy 
 
 Retentions are not just a minimum 

 
 All copies of a record should be destroyed 

at the same time as the record copy (if not 
done sooner)—regardless of format 
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A common misconception among records officers has to do with an essential part of implementing a records retention program—that of destroying all records, regardless of format, that have a disposition of destroy when their retention has been met.

The retentions stated on retention schedules do not only indicate the minimum amount of time that a record should be kept, they also indicate the point at which a record should be disposed of. 

All copies of a record should be destroyed at the same time as the record copy (if it was not done sooner)—regardless of format. 



We would love your feedback! 

Presenter
Presentation Notes
Our hope in providing this second path to certification is that we can make your job easier by providing relevant and practical guidance.
We would love to know in what other ways we can make your job easier. 
Do you have any questions or suggestions for us?



Kendra Yates – 801-531-3866, kendrayates@utah.gov 
 elected state agencies, courts, legislature; analyst manager 
 
Rae Gifford – 801-531-3836, rgifford@utah.gov 
 state agencies (with a few exceptions) and education 
 
Lorianne Ouderkirk – 801-531-3860, louderkirk@utah.gov 
 local agencies, law enforcement, Dept of Health 

 
Rebekkah Shaw – 801-531-3851, rshaw@utah.gov 
 general retention schedules 

 
Blog: https://recordskeepers.wordpress.com/ 
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Records Analysts 
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GRAMA Specialists 

Website: openrecords.utah.gov 
Renée Wilson – 801-531-3842, reneewilson@utah.gov 
 Open Records Portal Administrator  
 Contact for questions about the portal, portal use, functionality, 

etc. 
 

Nova Dubovik – 801-531-3834, ndubovik@utah.gov 
 GRAMA Coordinator  
 Contact to report agency updates, GRAMA designee, etc. 

 
Rosemary Cundiff – 801-531-3858, rcundiff@utah.gov 
 Government Records Ombudsman  
 Contact with questions about GRAMA law, mediation, etc. 
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